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TEXHHUYECKOE 3AJIAHUE
Ha npHoGpeTeHHe YCJIYT 10 MPeI0CTABJICHHIO JTHIEH3H i
AHTHBHPYCHOTO MPOrpaMMHOI0 oGecneqdenust
nas myxa AO «MPIK»

Onncanne 00beKTA 3aKyNKH

Obdmee KoJHYeCTBO JHIEH3HI- 250 mT.
H3 Hnx:

Ilepconanbnbie KoMnbOTEpLI — 240 mT.;
Cepsepsl — 10 mrT.

O6mue TpeboBanus

AnTuBupycHas 3amura (A3) mODKHA TIpencTaBiATh co0oi MacmTabHpyeMoe pelieHHE,
obecrednBaromee ycTodunBoe QyHKIMOHUPOBAHHE B JIOKAJIBHOM CeTH pabouuX CTAHIHI U CEPBEPOB.

B pamkax BceH oOpraHM3alMM JOJDKHBI HCIOJIB30BAaThCS €IHWHBIC AHTHBHUPYCHBIE CPEICTBA.
OtnensHO CTOANIME IEPCOHATBHEIE KOMITBIOTEPHI, TO €CTh HE IOIKIIOYEHHBIE K €IMHON CcHcTeMe
AQHTHBUPYCHOH 3alIMTBI, B TOM YHCJI€ HAXOALIMECS HA YIATCHHBIX TEPPUTOPHAX, JOJDKHBI OBITH
3alIMINEHBl HHTETPHPOBAHHBIM IPOTPAMMHEIM IIPOJYKTOM, BKIIOYAIOIIAM B ce0sl 3alIMTy OT BCEX
THIIOB BPE/IOHOCHBIX ITPOrpaMM (aHTHBUPYC).

IIporpammublii uHTEpdEHC BCEX aHTHBHPYCHBIX CPEICTB, BKJIIOYas CpENCTBA yNpaBIeHHS,
IOJDKEH OBITh Ha PyCCKOM s3bIKe. JIIst opraHu3anmii, MMemmx oHUCH 3a rPpaHUIeH JOMKHA HMEeThCS
BO3MOXHOCTE BbIOOpa s3blka MHTepdelica KOHCONH YNpaBleHHs /Ui IOAKTIOYEHHS K CepBepy
aIMHHHCTPUPOBaHHs, Oe3 IepeycTaHOBKH KoHconu M ceppepa mai T mepconana pomHOif A3BIK
KOTOPOT0 OTJIHYAETCs OT PyCCKOTO.

Bee anTuBHMpYCHBIE CpENCTBa, BKIIOYAS CPEJCTBA YIIPABIEHHS, JODKHEI 00/1a1aTh KOHTEKCTHOM
CIIPaBOYHOM CHCTEMOH Ha PYCCKOM S3BIKE.

Texuuyeckre mapamMeTphl MPOrpaMMHEIX CPEJCTB AHTHBHPYCHOH 3alIMTHI JO/DKHEI COOTBETCTBOBATH
HITH NPEBOCXOANUTE CJIEAYIOIIHE yKa3aHHBIE HapaMeTpHI:

AHTHBHPYCHbIE CPE/ICTBA H CPEJICTBA LIEHTPAIN30BAHHOTO YIIPABJICHHS HOJDKHEI BKIIOYATE:

® JIHILEH3HOHHBIE (QailIbl KIIOYEH JUIs MAaKeTOB aHTHBHPYCHOTO MPOrPaMMHOT0 0BecreueHus (AIIO);
IIpH HCTOJB30BAHHM CXEMBl C HECKOJIBKHMH C€pBEpPaMH yOAICHHOIO aIMHHHCTPHPOBAHHS

KllacTepHast TEXHOJIOTHS JUI OPraHU3aluy CBA3H MEXY CepBepaMH He TpeOyeTcs MONOIHUTEIbHBIX
JIMIEH3HH Ha CBA3b MEXTy CepRepaMu.



® areHT aJMHUHHCTPHPOBAHHS [JIS BBIIOJHEHHS CBS3H MEXIY CEPBEPOM AaJIMHHHCTPHPOBAHHS H
3aIIHIIAEMBIMH Y3JIaMH

® IIporpaMMHEBIE CPEICTBa IEHTPAJIH30BAHHOTO YIpaBlIeHHS, MOHHTOpHHra W 06HOBiIeHHS Ha OC
Windows, Linux/BSD, Mac OS, mo6unsasie OC Android;

® [pPOrpaMMHBIE CPEICTBA IEHTPAIH30BAHHOIO YIIpaBJIeHHs AOKHBI uMeTh WEB koHcoms ans
yIpaBleHHs ¥ (OPMHPOBAHHUS OTYETOB;
® [CHTPAJIM30BAHHOE YIIPABJIEHHE MOMKET OCYIIECTBIATHCA C Joboro ycrpoHcrBa uepes Web -
Gpaysep;
¢ [POrpaMMHEIE CPeJCTBA LIEHTPAIH30BAaHHOTO YIIPaBJICHUs MOIYT ycTaHaBiuBarecsa Ha Windows u
Linux nnatdopMsr
e 00OHOBIsIEMBIC AHTHBHPYCHBIE 0a3bl JaHHBIX H KOMIIOHEHTHI S/Ipa aHTHBHPYCHOM CHCTEMBI;
e [Ilpokcu- cepeep - KOMNOHEHT I oOecledeHHs BBLICOKOH MacITaOHPYeMOCTH pEINEHHS H
YMEHBIIEHUS Harpy3KH Ha LIEHTPAIbHEIH cepBep aMHHHCTPHPOBAHHS
* HaIMYHEe HHCTPyMEHTa Ui OOHapy)XeHHs HEH3BECTHBIX KOMIIBIOTEPOB, OCYMIECTBISIONIErO
aproMaTHdeckuii nouck IIK B nokanbHOH cetH, 6e3 HEOOXODMMOCTH OCYIIECTBIIATH HX PYYHOM
IIOHCK H nobapneHue;
® HaIMYHE paIHYHBIX BAPHAHTOB YCTAHOBKH AareHTOB aJMHHHCTPHPOBAaHHSA KJIHEHTCKOHW YacTH
AHTHBHPYCHOI'O IIPOrPaMMHOr0 00ecreyeHns TaKhe Kak:
YIQJIEHHO HJIH JIOKAJIBHO:
- Push ycranoBka,
- YcranoBka uepe3s e-mail,
- YcTaHOBKa ¢ NPUMEHEHHEM CBEMHOT0 HocuTens, HanpuMep USB,
- JlokanbHast ycTaHOBKa,
® DOKCIUTyaTallHOHHYIO JOKYMEHTAIHIO Ha PYCCKOM SI3BIKE.

e Hanuuwe BBIIEIEHHOTO IporpaMMHOI0 HHCTPYMEHTa MJIA YHOPaBICHHSA JTHICH3HAMH. C ero
IIOMOIIBIO MOXKHO OTCJIC)KHBATH JIMIICH3WH, aKTHBHPOBAHHBIE MOAYJIH H CBS3aHHBIC C JHIEH3UAMH
COﬁLITHH, TakKHe KaK OKOHYaHHE CpOKa JeCTBHS, HCIIOJI30BAHHE H aBTOpHU3alH4.

e Hamyue BBLIENCHHOH YTHIHTH JJIA CO3JaHHS JOKATPHOrO XpaHHJIMIIA BHPYCHBIX CHTHATYp, 6e3
HCII0IB30BaHUA CEpBepa LEHTPATH30BAHHOTO YIIPABICHHS.

e Hanuyue BO3MOXHOCTH OpraHH3alliM ABYX(AKTOPHOM ayTeHTH(hUKAIUM I10JIb30BaTeNeil KOHCOIH
cepBepa HEeHTPATH30BaHHOTO YIIPaBICHHS.

¢ CCPBHC OOIIOJHUTEJIBHOIO YPOBHA 0e30macHOCTH NPOOYKTOB, BKJIFOYAKOIHI BCTPOCHHYIO IIECOYHHITY

TpeGoBanus K OpPOrpaMMHBIM CPeACTBAM AHTHBHPYCHOH 3amMHTHI PaGouYMX CTAHUHHA TOJ
ynpasjiennem OC cemeiicrea Microsoft Windows

IIporpaMmuBIe  CpeicTBa AHTHBHpPYCHOM 3aIIMTHl pa0OYMX CTAHIMI 10X  yIpaBlIeHHeM
cemeiicta OC Microsoft Windows JO/DKHEI (yHKIHOHHPOBATE Ha CIIEIYIOIHX Bepeusax OC:

Microsoft Windows Vista;
Microsoft Windows Vista x64;
Microsoft Windows 7
Microsoft Windows 7 x64.
Microsoft Windows 8
Microsoft Windows 8.1
Microsoft Windows 10
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IlporpaMMHBIe CpeicTBa AHTHBHPYCHOM 3amMThl pabO4YMX CTAHUMH II0J yNpaBlIeHHEM

cemeiictrea OC Microsoft Windows momkesl oOecnmeumBaTh  pealH3allUi0  CIIETYIONIMX
(YHKIIHOHALHBIX BO3MOXKHOCTEH:

HHTep(elic aHTHBHPYCHOTO NporpaMMHOro obecniedeHHs JOJDKEH 00ecreudBaTh NOJUIEPKKY
CEHCOPHBIX KPaHOB H 3KPAHOB C BBICOKHM pa3pellecHHEM;
PE3H/IEHTHBIH aHTHBHPYCHBIA MOHUTOPHHT;

BO3MOXKHOCTB IIOJTHOCTBIO CKPBITh HHTepdelic antuupycHoro [10

aHTHBHPYCHOE CKaHHPOBaHHUE 110 KOMaH/Ie M0JIb30BATeNIs HITH aJIMUHUCTPATOPa;

aHTHBHPYCHOE CKAaHHPOBAaHHE N0 PaclUCAHHIO;

AHTHBHPYCHOE€ CKAHMPOBaHHE NPH ONpPEEICHHbBIX YCIOBUAX:
nocie oOHOBJIEHUH aHTHBHPYCHBIX 0a3 JaHHBIX;
KaX/IbIH pa3 NpH 3aIyCcKe KOMIBIOTEPa;
Ka)XIIble CYTKH IIPH IIEPBOM 3aIlyCKe KOMIIBIOTEPA;
- npu ycnemHoM MHTepreT nnn VPN coennnenuy;
- BXOJI IOJIB30BATEIS;
- npd oOHapyKeHHH II0JO3PHTE/IbHOM AKTUBHOCTH, B TOM YHCJIE W AKTHBHBIM MOJIyJIEM
«3allHTa B PEXKAME PEAIbHOrO BPEMEHH Y,
- COCTOSHHME IIPOCTOS, ABTOMATHYECKH CKAHUPYET JIOKAJIbHBIE JMCKH, €CIIH KOMIBIOTED
HAaXONUTCA B COCTOAHHH IIPOCTOA, B OJHOM H3 CIEIYIOIIMX TpEX PpEKHMOB: 3acTaBKa,
O0KHPOBKa KOMITBIOTEPA, BBIXO/ MOJIb30BATENS

HaJlH4yHe 3ana4yu Ha Beikmodenue [TK no 3aBepiieHnio ckaHUPOBaHUS

AaHTUBHPYCHOE CKaHHpOBaHWE Tpaduka mo ciexyoumM nporokosam: FTP, HTTP u HTTPs,
POP3 u POP3s, a taxoke IMAP u IMAPs tpaduxa.

HaJIMYHE JIONOJHHUTEIBHOIO MOIYJIA o 3amure 1oKyMeHToB Microsoft Office u ckanupoBanun
npoxonsmux uepes Internet Explorer ¢aitios

3aMIHUTa OT €llle HEM3BECTHBIX BPEIOHOCHBIX IPOrpaMM Ha OCHOBE 3BPHCTHYECKOIO aHAIN3a;
BO3MOXXHOCTB JI00aBIATE B HCKIIOYEHHS TONBKO ONpEIENICHHBIE YIPO3bl, B HE3ABHCUMOCTH OT
HX MECTOHAXOXIEHHA Ha TIK:

obHapyKeHHe CKPHITHIX MTPOIECCOB;

BO3MOXHOCTh YCTaHaBJIMBaTh TOJIBKO HEOOXOJUMBIE KOMIIOHEHTbl AHTHBHPYCHOM 3alllUThI
(MonynpHas yCTaHOBKA);

BO3MOXHOCTh OTK/IFOUEHHS aHTHBHPYCHOMH 3aIlUThI IIPH HEOOXOHMOCTH;

aHTHBHPYCHas INpOBepKa H JieyeHHe (HaHioB, yNakOBaHHBIX HporpamMmamu Ttuna PKLITE,
LZEXE, DIET, EXEPACK u np.;

aHTHBHPYCHAasl NPOBepKa U JedeHne (aiinor B apxuBax ¢popmaros ARJ, BZ2, CAB, CHM, DBX,
GZIP, ISO/BIN/NRG, LHA, MIME, NSIS, RAR, SIS, TAR, TNEF, UUE, WISE, ZIP, ACE;
colepxaTh HacTpauBaeMyI0 CHCTEMY NpeloTBpalleHus BropxkeHuit Host Intrusion Prevention
System (HIPS) mis mpenoTBpamieHus MONBITOK BHENIHETO BO3/EHCTBHSA, H3MEHEHHS, 4 TAKIKE
IU1s. MOHHTOPHHTA IIPOLIECCOB, (aiiyioB U KIII0Yeil peecTpa;

BO3MOXKHOCTH paboTel HIPS 1o psny 3apanee moAroToBIeHHBIX peXHMOB GHIBTpaIHH;
obecrieynBaTh 3amIMTY OT XaKePCKMX aTaK, IyTeM HCIONb30BAHHS MEKCETEBOr0 JKPaHa C
cHcTeMOil oOHapyxeHWs W npenorBpamenns Bropxennit (IDS/HIPS) npu pabore B
BBIYHCIIHTE/IBHBIX CETAX JI0O0r0 THIA, BKIIOYas GeCIpOBOIHEIE;

NepcoHaNbLHEIH (atiepBour;



BO3MOXKHOCTh HACTPOMKH HECKONBKHUX Npodunei (aiiepBona, c aBTOMaTHYECKHM
NepeKIioYeHHeM JaHHBIX PO HIeif, TP BEINOIHEHUH ONpeeNIeHHEIX YCIIOBUHN;

YIIpaBJIEHUE BCEM CETEBBIM TpadHKOM KOMIIbIOTEpA B 000MX HAIllpaBlIEHHUX;

HU3KOYPOBHEBOE CKaHHpOBaHue Tpaduka;

noiepxKa nporokoia [IPveé;

MOAJEPIKKA BCTPOSHHON NMECOYHHIIBI JUIS 3alUTHl OT YIPO3 HYJIEBOIO JHS;

moxyns ckannpoBanus UEFT;

BBIJICJIEHHBIA MOJIYJIb 3aLIMTHI OT BUPYCOB MU PATOPOB;

3aITyCK 3a/1a4 10 PaCIHCAHUIO H/HIIK Cpa3y MOCIIE 3arpy3KH OINE€PAHOHHON CHCTEMBI;
BO3MOXKHOCTB YIIPaBJIEHHA JOCTYIIOM K BeD-pecypcaM, IyTeM CO3/1aHus CIIUCKa
3a0JIOKHpPOBaHHBIX JTHOO pa3peleHHbIX Be0-CaliToB, a TaKxKe IyTeM 3arpera Bcex BeO-cailTos,
KpOMe TeX, KOTOPhIe BHECEHEI B CIIUCOK Pa3pelIeHHbIX;

aKTHBHBIH peXXUM (QUIBTpALMK TS IPUIIOKEHHIH, @ TAK)Ke BO3MOXKHOCTh OTKIIIOYEHHS
GbuIbTpaHK WK IepeBOJI B TACCHBHBIH PEXUM T HCKITFOUSHHBIX TPHIIOKEHHIH;
HACTPaHBaeMBIii BeO-KOHTPOIIb 110 KATErOPHAM CaNTOB, O3BOJISIOLIHIT 3a/1aBaTh MPaBHIIa
TIPUMEHEeHUs MOTUTUKH UCIONb30BaHus ceTH MHTepHeT Ha YpOBHE NOIB30BaTeNIe WK IPYIII
NOJIb30BaTeNei;

Hanyune B Mozyne BeG-KOHTPOIS BOZMOXKHOCTH KAaCTOMH3AIHH CTPAHUIIEI IIpeIyTIpeXKIeHUs
Wik OIOKUPOBaHUA

(UIBTpAIHH IS TOBEPEHHBIX TPHIIOKEHUI;

CKaHHPOBAHHE M3 KOHTEKCTHOIO MEHIO;

oTKIIOueHHe GUIBTPAIUH Ul IOBEPEHHEIX BeO-aapecos;

OTKJTIOYEHHEe (UIBTpaluK 115 JoBepeHHBIX [P anpecos;

BO3MOXHOCTh HCKJIFOYHTH U3 POBEPKH JIOBEPEHHBIE MPOIIECCHI, XIII CYMMEIL, (haliyIbl U MAIKH.
HacTpoiika HECKOJIBKHX npoduieil 0OHOBIeHHH (HampuMep, 111 MOOHITEHBIX IOJIb30BaTeeil) ¢
BO3MOXKHOCTBIO OOHOBIIEHHS U3 ceTH MHTepHeT;

Hanuyue areHta aiMHHHUCTPHPOBAaHHS aHTHBHPYCHOTO IIporpaMMHOro obecneuenus (AIIO) ms
pabouux craHiuit

HaJIMYHe IUIaHUPOBIIHKA B KJIHEHTe aHTHBHpYCcHoro T10;

BO3MOKHOCTB LIEHTPAIM30BaHHO IIOCMOTpeTh 0011yI0 nHGpopManuio o cocrogunu I1K, 06
YCTaHOBJICHHBIX IIPHIIOXKCHHAX, cny)xﬁax, CETEBBIX MOAKIIOYCHHAX H T.4. ¢ BOSMOHOCTBIO
OTCIIEKHBAHHUS U3MEHEHHH H HX aBTOMAaTHIECKOr0 CPABHEHHS C MOMOIIBIO CHUMKOB 10
BPEMEHHOMY HHTEpPBAJTy, & TaK K€ BO3MOXKHOCTh BHECEHHs H3MEHEHHIT (OCTaHOBKA ITPOIIECCOB
H IpaiiBEpOB, yalleHUe U BOCCTAHOBJIEHHE 3alIUCeH peecTpa U CHCTEMHBIX (haiiios)
BOCCTaHaBJIMBAIOIIUX KOPPEKTHYIO paboTy CHCTEMBI;

AIPO H BCE OCHOBHBIE MOJIYJIH IIPOIYKTA He TPeOYIOT epe3arpy3Ku H aKTHBHBI cpasy MocIIe
YCTaHOBKH;

HaJIMYHE CIIeNUATH3NPOBAHHOM yTHIIMTEI 1714 cGopa (aiioB kKypHAIOB 0 KOH(HUrypauy
CHCTEMBI, YCTaHOBKE ¥ ()YHKIIMOHMPOBAaHHH AHTHBHPYCHOTO MIAKETA JUIS YCKOPEHHS PeIeHHs
npo0JieM NpH BO3MOXKHBIX NIPo0JieMax ¢ aHTHBHPYCHBIM TAKETOM

HAIMYHE MOIYJI CKAaHHPOBAHKS B COCTOSAHUH ITPOCTOS, ABTOMATHYECKH CKAHUPYET JTOKAIBHEIE
MHUCKH, €CTH KOMIBIOTEP HAXOAHUTCSl B COCTOSHHH MPOCTOSI, B OJHOM M3 CJIEYIONIHX TPEX
PEKHMOB: 3aCTaBKa, OJIOKHPOBKA KOMIIBIOTEpA, BBIXO/ II0JIE30BATES

BO3MOXHOCTb IOJKITIOYEHHS YK€ YCTAaHOBIECHHBIX JIMIIEH3HI aHTHBHPYCHON 3alIATHI pabodHX
CTaHIIHH K cepBepy LEHTPAIH30BaHHOTO YIIpaBiieHHs 6e3 Heo6XoauMocTH yIanenus
CYIIECTBYIOILEro NIaKeTa aHTHBUPYCHOM 3aIlIUTEL, ITyTeM YCTAaHOBKH areHTa
aJIMHHHCTPHPOBAHUS;



3aIycK OOHOBIIEHHSI AHTHBUPYCHBIX 0a3 JaHHEBIX I10CIE YCTAHOBKH MOJEMHOTO COeIHHEHHS HIIH
VPN;

BO3MOXKHOCTH CO3JIaHHS 3a/1a4H 3aITyCKa IPHIOKEHHS CTOPOHHETO IPOU3BOIUTENS B
TUTAHAPOBIIHKE AaHTHBHPYCA IIPH OTIpeJIe/IEHHBIX YCIIOBHAX HITH 110 BpEMEHHOMY HHTEPBAY,
3alllMTa Ha JIETY OT BPEJIOHOCHEIX CLIEHapHeB, 3arpyxaeMbix ¢ Web-crpanun

OJIOKMpOBaHUE HEXKENATENbHBIX M PEKIAMHBIX COOOIEHHH

caM000ydJaeMBIit aHTHCIIAM;

3amMrTa MoyToBhIX KaueHTOB: Microsoft Outlook, Outlook Express,Windows Mail, Windows
Live Mail;

yepHbIe U Oelible CIIHCKH aHTHCIIAMa, CITHCKH HCKITIOYEHMH

YCKOpEHHE Ipollecca CKaHHpPOBaHHS 3a CYET MPOMyCKa OOBEKTOB, COCTOSHHE KOTOPBIX CO
BpEMEHH IPOMLIOI IPOBEPKH HE H3MEHHIIOCE;

Hamude (PYHKIHOHAIBHOCTH MCIOJIb30BaHUS OOIIEro JIOKaJIBHOTO K3IIAa IS IOBHIIIEHHS
CKOpPOCTH CKaHHPOBAHHS B BHPTYATH3HPOBAHHEIX Cpe/iax;

3alMTa OT (UINKHTA: 3aIIMINAET OT NOMBITOK MOTYYHTh IapONIH H JPYIYI0 KOH(GHISHIHATEHYIO
WH(}OpMalHIO, 3ampemias JOCTYIl K BPEIOHOCHBIM BeO-caiiTaM, KOTOpBIE TPHHUMAIOT BHJI
HOpMaJIbHBIX BeO-CalTOB;

3amMra OT 3KCHIOHTOB: OIOKHPOBIIMK 3KCIUIONTOB KOHTPOJHPYET ITOBEJEHHE MPOIECCOB H
BBIABIIAET IOJO3PUTENBHYI0 AKTHBHOCTh, KOTOpas SABIAETCA THIOHYHON JUIA LEJNEBBIX aTak U
paHee HEM3BECTHBIX IKCIUIONTOB — yIpo3 HYJIEBOTO IHS

HaIMYME MOJyJs CKAaHMPOBAHHMS IIaMATH, KOTOPHI OTCNIEKHBAET IOBEJCHHE IPOLECCOB H
CKaHHUpYET 37I0BpeAHbIE IPOLECCHl, KOTJa OHH CHUMAKOT MaCKHPOBKY B IIAMSTH,

3amMTa OT OOTHETOB: NMOMOraeT OOHAapy)KHBaTh BPEIOHOCHBIE IIPOTPAaMMEI, AHAIH3HUPYSA HX
cxeMbl 00MeHa JaHHBIMH H ITPOTOKOJIBI

peryjIMpoBKa pacnpeleleHHs pecypcoB pabodeil CTaHIHH MeXy AHTHBHPYCOM H IPYTHMH
MPHIOXKEHHSIMH B 3aBHCHMOCTH OT IIPHOPHTETHOCTH 3alad: BO3MOXHOCTH IPOJOJDKATH
aHTHBHPYCHOE CKaHHpOBAaHHE B (DOHOBOM pexume;

HACTpO#Ka JIMMHTOB CKaHHPOBaHHs II0 IapaMeTpaM — ITyOHHA BIIOKEHHOCTH (apXHBOB),
pasMepa 00beKTa M BpeMEHH CKaHHPOBaHUA 00BEKTa;

HATHYHE MOJYJA, IMO3BOJSIOIIEIO IPOBOAMTH ABTOMATHYECKOE CKAaHHPOBAHHE COJEPKAHHS
NOJKITIOYAaeMBIX BHENIHHX YCTPOWCTB XpaHECHHS JAHHBIX, a TAKKE NMPHUMEHAThH PACIIHPEHHBIH
aHayu3 JUis 3anycka ¢aiinoB ¢ TAKUX YCTPOUCTB;

HalM4ue MOMYJs, MO3BOJSIOIIEr0 HACTPOMTh OTPaHHYEHHS NOCTyna (HET JOCTYINa, TOIBKO
YTEHHE, MOJHBIA NOCTYH, NMPEAyNPENKICHHE) IS KKIOTO IIONB30BATENs WM JUIS TPYIIIEI
nonbp3oBareNner Kak mo tuiy ycrpoiictsa ( CD/DVD/Blu-Ray, USB xpannmmma nanssx, USB
IPHHTEpPEI, ycTpoiicTBa 00paborkm wu3obpaxenuit, Ycrpoiicrea FireWire, kapa puzmepos,
monemo, LPT\COM moptel, Bluetooth ycrtpoiictBa) Tak M 1o 3amaHHBIM aTpHOGyTaM
(IPOH3BO/MTENH, MOZIENH, CEPHIHBIN HOMEP) 3aJaBaTh OJHO MPABHIIO HA HECKONBKO YCTPOHCTB

b

uHTerpauus ¢ MS NAP u CISCO NAC;

BO3MOXKHOCTB ()OPMHPOBAHHS aBAPHHHEIX JAMIIOB IAMSTH, Ha CITydail c60s IPHIOKEHHS
BO3MOXHOCTE OTKaTa OOHOBJICHHH BHPYCHBIX a3 Ha NpeABLIyLIHe BEPCHH H MPHOCTAHOBKA HX

OOHOBJIEHHS C NOCIEAYIOIHUM aBTOMATHYECKHM BKIIOYEHHEM OOHOBICHHS Hepe3 YKa3saHHEI
IPOMEXYTOK BPEMEHH;

HaiH4YHe (YHKIHOHATBHOCTH BO30OHOBIATH NpEpBaHHbIE 3arpy3KH 6a3 JAaHHEIX CHTHATYD
BHPYCOB H MOJIYJIH IIPOJIYKTOB IIPH OOHOBJICHHH;

HHTerpanus ¢ HeHTpoM OezomacHocT Windows;



HHTETpalMs ¢ NEeHTpoM OOHOoBmeHHs Windows, UId YCTAaHOBKH IIaTyeH 3aKpHIBAIOIIHX
oOHapyKeHHBIE YS3BHMOCTH, C BHIOOpOM HEOOXOAHMMEBIX OOHOBIIEHHH OT «HeoOsA3aTeNbHBIXY
OOHOBJIEHHI 10 «KPHTHYECKHXY;

HACTpoOiKa IPOBEPKU UCIONHAEMBIX (GaiinoB U 3arpy304HbIX o0nacTell KOMIBIOTEPA B Ka4eCTBE
OTJEeNBHOM 3a/1a4H,

TEXHOJIOTHH CaMO3alIUThl NPHIOXKEHHS, 3aLIUTEl OT YJAJIEHHOIO0 HECAaHKIIMOHMPOBAHHOIO
YIpaBJIE€HUS CEPBHCOM IPHIIOKEHHS, a TAKXKe 3alIUTHl JOCTYNa K MapaMmeTpaM NMpUIOKEHHS C
IOMOIIBIO MAapoJis, MO3BOJAIOIMX H30€XaTh OTKIIOYEHHS 3aIIUTHI CO CTOPOHBI BPEIOHOCHBIX
[porpamm, 310yMBIIIIEHHHKOB WM HEKBATH(OUIIUPOBAHHBIX M0JIb30BaTEIEH;

IIpOBEpKa HATWYHUS AKTYAITLHEIX 0OHOBIEHHH CHCTEMBI;

HaIW4YHEe HAcTpaWBaeMoil (PyHKIHH aBTOMATHYECKOrO CKpBITHS YBEeIOMJIEHHH mpuH pabote
aHTHBHpyca U NpPHIOKEHHH, paboTalommx B IOJTHO3KPAHHOM peXuMe, T.e. npu paborte
IPUIOKEHHS B TIIOJMHODKPAaHHOM peXHMe Ha O5KpaH He BBIBOAATCA HHGOpPMaIlHOHHBIE
yBeJOMIIEHHS 0 paboTe aHTHBHPYCHOTO MPOrpaMMHOI0 00ecreYeH s ;

HaJIHYHe MHOXECTBa IIyTeH YBENOMJECHHS AaJMHHHCTPATOPOB O B@XKHBIX COOBITHSX,
MPOUCXOAIMX Ha paboyux cTaHUMAX (MOYTOBOE cOoOOIIEHHE, BCIUIBIBAIOMIEE OKHO, 3allHCh B
XYpHaJ cCOOBITHIA);

0OHOBIIEHHE NPOrPaMMHBIX CPEICTB M AHTUBUPYCHBIX 0a3 H3 pasHBIX HCTOYHHKOB, KaK IIO
KaHajlaM CBS3H, TaK H Ha OTYYXKIaeMbIX HOCHTEIIX HH(OopMaIHy;
3KCHopT JIoroB ¥ oT4eToB B hopmarsl XML, TXT, DAT, DMP;

HalH4YHe 00Ja4HOM TEXHOJOTHH JETEeKTHPOBAaHHWSA HEH3BECTHBIX YIp0O3, KOHTPOIb MPHJIOKEHHH
Ha OCHOBE PeIyTaIl[HOHHOTO CEpPBHCa;

HaIMYHE CHCTEMBI IepeJauyd o0paslioB BpPEJOHOCHOIO KOJa BHPYCHBIM 3KCIEPTaM
aBTOMATHYECKH HIIH BPYYHYIO;

BO3MOXKHOCTH CO3/IaHHUS TUCKOB aBapHHHOI0 BOCCTAHOBIICHHUS,

9KOHOMHS 3IEKTPOIHEPIUH B PEXKUME aBTOHOMHOIO IIHTAHMA;

cHcTeMHBIe TpeboBaHus He 10/pKkHBI npeBbiath: 300M6 RAM, HDD 116, Processor Intel siun
AMD, onHosinepHsrit, X86 unu x64 11T,

pasMep AUCTpHOYTHBA aHTHBHPYCHOTO ITaKeTa He JOJDKEeH IpeBhimats — 165 M.

Tpebosanusi K MpOrpaMMHBIM CPeACTBAM AHTHBHPYCHOIl 3aINTBHI CEPBEPOB 0] YNpPaBJIeHHEM
OC cemeiicrea Microsoft Windows

[IporpamMmHbIe cpecTBa aHTHBHPYCHOIH 3alllUTHI CHCTEM CEPBEPOB IO YIpaBlIeHHEM CeMeHcTBa
OC Microsoft Windows momkHBI ~(YHKUHOHMpPOBAaTh Ha  CleAylOmUX Bepcusx OC:

Microsoft Windows Server 2008 (x86 u x64)

Microsoft Windows Server 2008 R2

Microsoft Windows Server 2012

Microsoft Windows Server 2012 R2

Microsoft Windows Server 2016

Microsoft Windows Server 2008 x64 R2 SP1 / x64 R2 CORE
Microsoft Windows Server 2008 x86 SP2 / x64 SP2 CORE
Microsoft Windows Server 2012 x64 / x64 CORE
Microsoft Windows Server 2012 x64 R2 / x64 R2 CORE
Microsoft Windows Hyper-V Server 2008 R2

Microsoft Windows Hyper-V Server 2012

Microsoft Windows Hyper-V Server 2012 R2

Cepaeps! Storage, Small Business u MultiPoint:



Microsoft Windows Storage Server 2008 R2 Essentials ¢ makerom oGHOBIEeH:S 1
Microsoft Windows Storage Server 2012

Microsoft Windows Storage Server 2012 R2

Microsoft Windows Small Business Server 2008 (x64)

Microsoft Windows Small Business Server 2011 (x64)

Microsoft Windows Server 2012 Essentials

Microsoft Windows Server 2012 R2 Essentials

Microsoft Windows MultiPoint Server 2010

Microsoft Windows MultiPoint Server 2011

Microsoft Windows MultiPoint Server 2012

HpO[‘paMMHLIC CpeacTBa aHTHBHPYCHOﬁ 3alIHUThI cbaﬁnoamx CEPBEPOB IIOJ YIIPAaBJICHHEM

cemeifctBa OC Microsoft Windows fomkHBl ofecrneyuBaTh peald3alldio  ClIEAYIOIIHUX
(GYHKIIHOHATBHBIX BO3MOMKHOCTEH:

uHTepdeiic aHTUBUPYCHOTO MPOrpaMMHOr0 obecnedeHHs IODKeH oOecHneuuBaTh IOIUIEPIKKY
CEHCOPHBIX 3KPaHOB H 9KPAHOB C BBICOKHM Pa3pENICHHEM;

PE3UINECHTHBIN aHTUBUPYCHBIA MOHHTOPHHT,

AHTHBHPYCHOE CKAaHUPOBAHHE 110 KOMaHJIe I10JIb30BaTENs MM aIMUHHCTPATOPA;

AHTUBHPYCHOE CKAHMPOBAHUE 10 PACIIUCAHUIO;

aHTHBHPYCHOE CKAHUPOBaHHE NPH ONpe/IeNIeHHBIX YCIOBUAX:

- mocne oOHOBIEHUH aHTHBHPYCHBIX 0a3 JaHHBIX;

- KaXIBIA pa3 MpH 3anycke KOMIBIOTEPA;

- KaXKIble CYTKH IIPH IIEPBOM 3allycKe KOMIIBIOTEpa;

- npu ycnemHoM Mureprer wmu VPN coenunenun;

- BXOJI N10JIb30BATEJIS;

- 1npH OOHapy>EHHH MNOJO3PHTEIbHOH aKTHBHOCTH, B TOM YHCIE M aKTHBHBIM MOJIYJIEM
«3allMTa B PeXKUME PEaTbHOIO BPEMEHH Y.

AHTHBHPYCHOE CKaHHpPOBaHHE Tpaduka mo ciexyroumm nporokonam: FTP, HTTP u HTTPs, a
takxke POP3 u POP3s tpaduka

aHTHBHpPYCHOE cKaHupoBaHue Hyper-V Ha Haim4me BUpycoB Ha Ge3areHTHOH OCHOBE

3aIlMTa OT €Il HEU3BECTHBIX BPEJOHOCHBIX IPOrpaMM Ha OCHOBE IBPHCTHYECKOI0 aHAIN3A;
CoiepXXaTh HACTPaWBAaeMYIO CHCTEMY IpenoTBpamieHus Bropxenuit Host Intrusion Prevention
System (HIPS) mis nmpenoTBpamieHus NONBITOK BHEIIHErO BO3JAEHCTBHSA, H3MEHEHHS, a TAKKe
JUIss MOHMTOPHHTA Ipoleccos, $aiioB U KIroUeit peectpa;

BO3MOXHOCTB pabotsl HIPS 1o psay 3apanee MOArOTOB/ICHHBIX PEXKHMOB (HIIBTPALIIH
BO3MOXHOCTb J100aBJIATE B MCKIIOYEHHS TOJBKO ONpPe/EIeHHBIE YIPO3bl, B HE3aBHCHMOCTH OT
HX MecToHaxoxaeHus Ha [IK:

BO3MOXHOCTh ~MCKIIFOYHTH ONpPENENEHHBIE MPOIECCHl MPHIOKEHWH, XOIM CYMMBI W3
CKaHHPOBAHMS HA HAJIMYHE BUPYCOB;

O0OHapy)KeHHe Py TKHTOB (CKPBITHIX ()aif/IoB/CHCTEMHBIX aHOMATHI);

AHTHBUPYCHAs NIpOBEpKa M JieueHHe (aiiloB, ynakoBaHHBIX mporpamvamu Ttuna PKLITE,
LZEXE, DIET, EXEPACK u np.;

AHTHBHPYCHas NIPOBEpKa U edeHne ¢aiinos B apxusax ¢popmatoB ARJ, BZ2, CAB, CHM, DBX,
GZIP, ISO/BIN/NRG, LHA, MIME, NSIS, RAR, SIS, TAR, TNEF, UUE, WISE, ZIP, ACE:

3aIyCK 3a1a9 110 PACIIHCAHHIO H/HITH Cpasy T0CIIe 3arpy3Ku ONePanHoOHHON CHCTEME;

BO3SMOXHOCTb  CO3/JIaHMsA 3a/lai¥ 3allyCKa MPHIOKEHHUS CTOPOHHEr0 TNPOW3BOIMTENS B
ITAHMPOBIIMKE aHTHBHPYCA;



3alllATa Ha JIETY OT BPEJOHOCHBIX CIIeHApHEB, 3arpykaeMbIx ¢ Web-cTpanui;

BO3MOXKHOCTh HACTPOMKHM IapaMeTpoB aHTHBHPYCHOIO Nakera u3 HHTepdelica KOMaHIHON
CTPOKH

(GyHKIHMS aBTOMaTH4ecKOro oOHapy)KeHMe W HCKIIOYeHHs ¢aiiloB Ha cepBepe, HMEIONIUX
KpUTHYeCKoe 3HaYeHue 1is OecrniepeOoifHo paboTh;

BO3MOXKHOCTE 3a/laTh KOJHMYECTBO MOJYJIEH CKaHUPOBAaHUA IS YBEIHYEHHS CKOPOCTH
CKaHHPOBAHHUS;

BO3MOXXHOCTb  yINpaBJIeHHs JOCTYmoM K BeD-pecypcaMm, myTeM CcO3JaHHS CIHCKa
3a0JI0KUPOBAHHEIX JTHOO pa3pelleHHEIX BeO-caliTOB, a TAKXKe IMyTEM 3alpera BceX BeO-CalToB,
KpPOMeE TeX, KOTOPbIe BHECEHEI B CIIMCOK pa3pelIeHHBIX;

aKTHBHBIM pexXHM (QHUIBTpallMH JUli NPHIOKEHHH, a TakkKe BO3MOKHOCTH OTKIIOYESHHS
¢unbTpanuu WM epeBo B TACCHBHEIN PEXUM /TS HCKITIOYEHHEIX IPHIIOKEHHIT;
CKaHMPOBAaHUE H3 KOHTEKCTHOTO MEHIO;

OTKJIIOUeHHE (UIbTpaluH /IS JOBEPEHHBIX BeO-apecos;

MHOT'OIIOTOYHOE CKaHHPOBAHHE;

HAcTpoiika HECKOJIBKHX mpodunelt oOHOBIeHU# (HanpuMep, U1t MOOMIIBHBIX TIOJIB30BATENeH) ¢
BO3MOXHOCTBIO OOHOBJIEHHS U3 MHTEpHETa.

HaJIN4He TUIAaHUPOBIIHKA B AHTUBHPYCHOM IaKeTe.

HaJIM4Me areHTa afMHHHCTPHPOBaHHA aHTHBHPYCHOTO nporpaMMHoro obecnedenus (AIIO) mus
(aiioBBIX CEpBEPOB

BO3MOXKHOCTh IIEHTPAIM30BAHHO INOCMOTpeTh o0myo uHopmanmio o cocrosHum [IK, 00
YCTaHOBIICHHBIX NPHIOKEHHSX, CIyk0aX, CEeTeBBHIX NOIKITIOUEHUSAX H T.J. C BO3MOXHOCTHIO
OTCIIC)KHBAaHHsA HM3MEHEHHH H MX aBTOMATH4YECKOTO CpaBHEHHS C IIOMOIIBID CHHMKOB II0
BPEMEHHOMY HHTEpBAIly, a TaK K€ BO3MOXXHOCTH BHECEHHS M3MEHEHHH (OCTaHOBKa MpPOIECCOB
M [IpaiiBepoB, yJaJ€HHE H BOCCTAHOBJICHHE 3aluceil peecrpa M CHCTeMHBIX (haiioB)
BOCCTaHABJIMBAIOIINX KOPPEKTHYIO paboTy CHCTEMBI;

PO ¥ BCE OCHOBHBIE MOJYJH NPOAYKTa He TpeOyIOT mepe3arpy3KH M akTHBHBI Cpasy IIOCIIE
YCTaHOBKH;

BO3MOXKHOCTb NOJK/IIOYEHHS YK€ yCTaHOBIEHHBIX JIMIEH3HH aHTHBHPYCHOM 3amUTH paGoymx
CTAQHUMH K CEepBEpy LEHTPAIM30BaHHOIO yINpaBieHHs Oe3 HeoOXOAUMOCTH yjalieHus
CYWIECTBYIOIIETO  MAKEeTA  AHTHBUPYCHOH  3aIUTHI, [yTeM  YCTAHOBKH  areHTra
aJIMHHHCTPHPOBAHHUS;

HaTu9He 001a4HOH TEXHOJOTHH J€TEKTHPOBAHMS HEH3BECTHBIX yrpoO3, KOHTPOJb NPHIOKEHHMI
Ha OCHOBE PeIyTallHOHHOI'O CepPBHCa,;

3aIyCK OOHOBIIEHHS aHTUBHPYCHBIX 0a3 110CIe yCTaHOBKH MOJEMHOr0 coeiHHenus um VPN

YCKOpEHHE IIpollecca CKaHHPOBAaHHS 3a CYET IPONYcKa OOBEKTOB, COCTOSHHE KOTOPHIX CO
BPEMEHH IIPONLIOH NPOBEPKH HE H3MEHHIIOCH,

HaIMYHE CrNCNHATH3HPOBAHHONH YTHIMTHI Ul cOopa (aiiioB JXypHaIOB 0 KOH(MIYpaluu
CHCTEMBI, YCTAaHOBKE H (YHKUHOHHPOBAHHH AHTHBHPYCHOTO IIaKeTa /Uil YCKOPEHHS PEIICHHs
11po6ieM MPH BO3MOXKHBIX IIpoGJieMax ¢ aHTHBHPYCHBIM NTaKETOM

HalMuke (QYHKIMOHAIBHOCTH HCIONB30BaHUA OOIIEro JIOKAJBHOTO KOIIA JUIS TOBBILICHHS
CKOPOCTH CKAaHHPOBaHMS B BHPTYATH3HPOBAHHEIX Cpe/lax;

3aIIATa OT (UIIMHIA: 3AIMIIAET OT MONBITOK IOXYYHTS NAPOJH U APYTYIO KOH(HACHIHATILHYIO
MH(OpPMAlHIO, 3alpemias JOCTYN K BPEJOHOCHBIM BeG-caifTaM, KOTOphlE NPHHHMAIOT BH[
HOPMaJIbHBIX BeO-CcaliTOB,;

3amuTa OT SKCIUIOHTOB: GJIOKHMPOBIIMK 3KCIUIOMTOB KOHTPOJHpYET MOBENEHHE IIPOLECCOB H
BBIABJIAET NMOJO3PHTENBHYIO aKTHBHOCTB, KOTOpas SABIAETCH THUIHYHOH ANS IENEBBIX aTak H
paHee HEU3BECTHBIX 3KCIUIOHTOB — YIpo3 HYJIEBOTO JHS



IOAJEPKKA BCTPOSHHOM NIECOYHHLBI IS 3alIMTHl OT YIPO3 HYJIEBOTO JHS,

Moayab ckanupoBanus UEFI;

BBIJIEJIEHHBIH MOYJIb 3alIUTHI OT BHPYCOB MG paTOpOB;

MOJTY/Tb 3aIIUTEI OT CETERBIX aTakK;

MOJIyJIb 3alIUTEI OT OOTHETOB;

HaIW4YdEe MOAYJA CKAaHHPOBaHHMA INaMATH, KOTOPHIA OTCJICKHMBAET IIOBEJEHHE IIPOLIECCOB H
CKaHHUPYET 37I0BPE/IHbIE MPOLECCH, KOTa OHH CHUMAIOT MAaCKHPOBKY B ITAMSATH;

PEryIMpOBKa paclpeliejieHHs PpEecypcoB CepBepa MEXAy AaHTHBHPYCOM H  IPYTHMH
IPUIOKEHHAMH B 3aBHCHMOCTH OT IIPHOPHTETHOCTH 3a/1a4: BO3MOKHOCTH IPOJOJDKATH
aHTHBHPYCHOE CKaHHpPOBaHHE B (JOHOBOM peKHUME;

HacTpo#Ka JIMMHTOB CKaHMPOBAaHMA IO IapamMeTpaM — ITyOHHAa BIIOJKEHHOCTH (apXHBOB),
pa3mepa 00beKTa U BpEMEHU CKaHHPOBaHHA 00BEKTa;

0JIOKHpOBKA CMEHHBIX HOcHTeNNeH nHpopMamuu 1 ycrpoiicts (USB);

HaJIMYHEe MOJIYJIsA, ITO3BOJIAIONIEr0 HACTPOHTH OTrPaHHYEHHs JOCTyma (HET AOCTYNa/TONBKO
YTEHHE/TIONIHBI  NOCTYI/NPEAYNPEKACHHE) Ui KaXIOrO IOJb30BATENS KM JUIS TPYIIIEI
nosib3oBatenedl kak no tumy ycrpoictea ( CD/DVD/Blu-Ray, USB xpanunmuma nanuex, USB
NPHHTEPBI, yCTpoicTBa 00paborku u3oOpaxenuil, YcrpoiictBa FireWire, kapa puuepos,
mozmemoB, LPT\COM moprtei, Bluetooth yctpoiictBa) Tak ¥ 1m0 3agaHHBIM aTpHOyTam
(mpom3BOMTENL/MOIENE/CEpHIHHBIN HOMEDP) 3a1aBaTh OJHO MPABHIIO HA HECKOIIBKO YCTPOMCTS ;
HHTerpaunus ¢ ueHTpom 6ezonacHoctd Windows;

HHTETpalus ¢ LeHTpoM oOHoBieHHs Windows, IS YCTAHOBKH MaT4Yel 3aKpBIBAIONIHX
oOHapy)KeHHBIE YSI3BHMOCTH, C BHIOOpOM HEOOXOIHMMBIX OOHOBIIEHHH OT «HEOOS3aTEIbHBIX)
OOHOBIIEHHIA 10 «KPHTHYECKHX ),

noanepxkka Windows Management Instrumentation

HACTpO¥Ka IIPOBEPKH HCIOMHAEMEIX (aliyIoB H 3arpy304HBIX 001acTeil KOMIBIOTEPA B KAYECTBE
OTJIeNIbHOM 331241,

IOJIEPXKKA KIACTEPHBIX CHCTEM C BO3MOXKHOCTBIO aBTOMATHYECKOr0 OOBEIMHEHHS
aaTuBupycHOro 10 (aBTomMarHyeckas cHHXpOHH3aNus KoHdHTypauu [10 Ha KiacTepax)
TEXHOJIOTUH CaMO3AlUUTHl TPUIIOKEHHS, 3allHTBl OT YNAJCHHOIO HECAHKI[MOHHPOBAHHOIO
yIpaBJIeHHs CEPBHCOM TNPHIIOKEHHS, & TAKXKe 3alIMTHl JOCTYNA K IapaMeTpaM MPUIIOKEHHs ¢
MOMOMIBIO MApOJisl, MO3BOJIAKOMKX H30eXKaTh OTKIIOYEHHS 3aLIUTHI CO CTOPOHBI BPEIOHOCHBIX
nporpaMm, 3JI0YMEIIIIIEHHHKOB HITH HEKBMH(bHuHPOBaHHLIX HOJ‘H:BOB&TGHSFI;

NPOBEPKA HATHYHS aKTyalbHEIX OOHOBJICHHH ONEPallHOHHON CHCTEMBL;

nonHOUeHHas  pabota Ge3  rpaduueckoro  mHTepdeiica, aIMHHHCTPHpOBAaHHE K
koH¢urypuposanne AITO yepe3 KOMaHIHYIO CTPOKY;

BO3MOXHOCTh aBTOMAarH3alWM paboTel 3a CYET BBINONHEHHSA CIEHAPHEB, MO3BOJISIOMINX
koH(purypupopats AITO u BBINIONHATE Kakue-mu60 IeiicTBHS;

aBTOMaTHYECKOE CKPLITHE YBEIOMIICHHH IIPH paboTe aHTHBHPYCA B NOJTHOIKPAHHOM PEKHME;
HAIMYHE HACTPaHBAeMOH (YHKUMH aBTOMaTHYECKOTO CKPBITHA YBEJOMIeHHil mpu paboTe
AHTHBHPYCA [ULA MPUIIOKEHHH, pabOTAIOIHX B IIOJTHOIKPAHHOM PEKHME;

HamM4YHe MHOXECTBA IyTeH yBEIOMIEHHS aJIMHHHCTPAaTOPOB O BaXHBIX COGBITHIX,
IPOUCXO/AMIMX Ha cepBepax (I0YTOBOE COOONIEHHE, BCIUTBIBAIOIIEE OKHO, 3alHCh B JKypHAT
coOBITHIf);

OOHOBJICHHE MPOTPAMMHBIX CPEJICTB H AHTHBHPYCHBIX 6a3 M3 pasHBIX HCTOYHMKOB, KaK II0
KaHaJlaM CBS3H, TaK U Ha OTYYK/IaEMbIX HOCHTEISIX HH)OpMAIHHu;

HaIM9AE CHCTEMBI MepeJayd o00pasloB BpPENOHOCHOrO KOJA BHUPYCHBIM  3KCIEPTaM
aBTOMAaTHYECKH WJIH BPYYHYIO;

BO3MOXXHOCTB CO3/1aHUA TUCKOB ElBapI/II:’IHOFO BOCCTaHOBJICHHA,



pasMep naHCTpHOYTHBA aHTHBHPYCHOrO [laKeTa He [JODKeH mpeBbmmate — 127 M6.

TpeGoBanus K cpeAcTBAM AHTHBHPYCHOI 3a1(HTHI MOOHIBHBIX YCTPOIiCTB

[TporpaMMHBIe CpeicTBa JUIS AHTHBHPYCHOM 3alIMTBI CMapT(OHOB H IUIAHINETOB JIOJDKHEI

(byHKIIHOHHPOBATH 1O yrpaBneHHeM MoOuIbHBIX OC:

Android 4 (Ice Cream Sandwich) u Beie

[IporpaMMHBIE CcpefcTBa AHTUBHPYCHOM 3ammTel cMapTGOHOB MOJDKHEI oOecleduBaTh

CIeyIoIyIo yHKIIHOHATEHOCTE:

BO3MOJKHOCTE ITPOBEIeHAs ayauTa 0€30I1acHOCTH YCTPOMCTBA C TeHepalueii oT4era;

MOCTOAHHAS 3aIIUTY (ainoBol cucTeMbl cMapT(OHa, IIAHIIETa;

IpoBepKa BceX MPHIIOKEHUH, (haiiIoB, Aok U KapThl NaMSTH B PEXKAME pPealbHOr0 BPEMEHH;
npoBepka 00BbEKTOB (PaiIoBOH CHCTEMBI, HAXOAAIUXCA Ha cMapTQOHE WM Ha MOAKIOYEHHBIX
KapTax pacIIHpeHHs MTaMATH, 10 TpeOOBAHHUIO IOJIb30BATE/ H IO PACIIHCAHHIO;

HAJe)KHOE H30JIHPOBAHUE 3apKEHHBIX 00BEKTOB B KADAHTHHHOM XPaHHIIHIIE;

O0HOBJIEHHE AHTHUBUPYCHBIX 0a3, HCIONb3YeMBIX IIPH IIOHCKE BPENOHOCHBIX MPOrpamMMm U
yIaJIeHUH ONAcHBIX 00BEKTOB;

6nokupoBanue HexenareabHbIX SMS u MMS coobmenuii;

KOHTPOJIb IIPHJIOKEHHH IS OTCIEKUBAHUS YCTAaHOBJICHHBIX IIPHIIOKEHUI, OIIOKHPOBATE OCTYII
K OIIPEJEICHHBIM IIPHIIOXKEHHAM H CHHIKATh CTETIEHb PHCKA, IIpeularas oJjib30BaTelsaM yaaIsTh
HEKOTOPBIE IIPOrpaMMBl

3a/laHie MHHUMAJIbHBIX YPOBHEH O€30I1aCHOCTH H CIIOKHOCTb KOJIOB Pa30IOKHPOBKH IKpaHa;
yKa3aHHE MaKCHMaJIbHOIO KOJTHYECTBA HEYIaYHBIX MOMBITOK Pa30I0KUPOBKH;

yKa3aHHE MaKCHMAaJIbHOTO CpOKa JeHCTBHA 14 Koja pa3OIOKUPOBKH IKpaHa;

HacTpoiika TaiiMepa OIOKMPOBKH HKpaHa,;

OrpaHU4MTh HCIIOJIB30BAHUE KaMEpHI.

3aMTa OT (HUINMHra: 3allMTa II0JIb30BaTeNell OT MONBITOK MOJIYYHTh IApoiH, GaHKOBCKHE
JlaHHBIE W TpOYyH0 KOHOHICHOHMATHHYI0O HH()OPMALMIO HE3aKOHHBEIMH BeO-caiiTamu,
BBELIAIONIMMH ce0s 3a 3aKOHHEIe

LUEHTP YBEAOMIICHHH: MpPENOCTaBIAET CBEAECHHA O pa3HBIX COOBITHAX, O IPHYHHAX HX
HECOOTBETCTBHS KOPIIOPATHBHAIM IIOJIMTHKAM H O TOM KaK 3Ty HECOBMECTHMOCTb YCTPAHHUTh
3alMTa OT KpaXH H yTepu cmaprdona. OGecrneyuTh BO3MOKHOCTH YAAIEHHOM GIOKHPOBKH
MOOHIIBHOI'O YCTpOIHCTBA;

BO3MOXKHOCTh JUCTAHIHOHHO YIaTHTh HHOOPMALHIO O cMapT(hoHa;

BO3MOXKHOCTB OIIPEICIHTE J0BEepeHHY 0 SIM-KkapTy;

aBTOMaTH4YeCcKas CKpbITas OTNpaBKa YBEIOMIICHHA TmocpeacTBoM SMS-coobmenns, c¢
npeaynpexaeHueM 00 HCI0Ib30BaHHH He oBepeHHoit SIM-kapre. Tak ke coolIeHne JoIDKHO
BKJIIO49aTh HHPOPMALHIO, HEOOXOMMMYIO JUTA HACHTHHKALIMHA 3/I0YMBINLIEHHHKA: Tele()OHHBIH
Homep Tekymen SIM-kaprsl, Homep IMSI 1 Homep IMEI tenedona.

PaCIIMPEHHBIH cOpOC 10 3aBOACKHX YCTaHOBOK: BCE JOCTYIHEIE HAa yCTPOHCTBE JaHHEIE GYIyT
ynaneHsl (3aronioBkd ¢aiinoB Oyayr ynuurtoxensl). Kpome Ttoro, ma Tenedome Gymyr
BOCCTAHOBJICHEI 3aBOJICKHE HACTPOHKH 110 YMOJTYAHHIO

BO3MOJKHOCTb BKJIIOYHTH CHpeHY:IloTepsHHOe ycTpoiicTBO GIOKHMpYeTcsS M HauMHAeT W31aBaTh
04€Hb IPOMKHI 3BYK, JlaXKe €C/IH 3ByK Ha yCTPOHUCTBE OTKIIIOYEH

Hanuuue BCTPOEHHOTO arcHTa AIMHHHUCTPHPOBaHHS aHTHBHp}’CHOl"O nporpaMmMHoro

obecneyenus (AITO)



Cuctemusle Tpebopanus: Onepannonnas cucrema: Android 4 (Ice Cream Sandwich) u Gonee
no3aHHe BepcHH. Paspemenue cencopHoro skpana: 480 x 800 mke. Ilpomeccop: ARM c
Habopom uncTpykiit ARMv7. CBoGoanoe mecto s xpanenus ganubix: 20 MB.

TpeboBauusi K cHCTeMe YIPaBJIeHHS AHTHBHPYCHOH 3aIHTO#H

HpOl’paMMHBIC Cpe€acTBa YIIPABJICHHSA 1A BCEX 3alIHUIIAEMBIX PECYPCOB OOJIKHBI obecrieynBaTh

peaH3alHIo CAeAyIOMUX GYHKIIHOHATBHBIX BO3MOXKHOCTEH:

Macmrabupyemoe peleHHe: MacTabHpoBaHHE IMPOH3BOJUTCS 33 CUET HCIIOIB30BAHUS IIPOKCH
CepBEpOB

uHTep(deiic aHTUBUPYCHOTO INPOrpaMMHOr0 obecneueHHs ODKEH oOecreduBaTh MOIIECPIKKY
CEHCOPHBIX KPAHOB M 3KPaHOB C BEICOKHM pa3pelleHHEM;

ITpokcu- cepBep - KOMIIOHEHT IS oOecreyeHHs BBICOKOH MacmTabHpyeMOCTH DPEIleHHS M
YMEHBIIEHHS Harpy3KH Ha LEHTPaJIbHBIH cepBep aIMUHUCTPHUPOBAHUS
HaIM4YHe WMHCTPYMEHTa JUIs OOHapyKeHHs HEHM3BECTHBIX KOMIIBIOTEPOB, OCYIIECTBIISIOMIMI
aBroMatuyeckuii nmouck I1K B nokanbHOH ceTH, 6e3 HEOOXOAUMOCTH OCYIIECTBIATH HX PYy4HOMH
NOHCK U 100aBienne;
LEeHTpaIN30BaHHas yCTaHOBKa/OOHOBIEHHE/yAAleHHE IPOrPaMMHBIX CpEJICTB aHTHBHPYCHOMH
3QM[UTH], HACTPOMKH, aIMHHHCTPHPOBAHUS;
LHEeHTPATH30BaHHBIN cOop MHpOpManUM M cO3JaHHE OTYETOB O COCTOSHHH AHTHBHPYCHOMN
3aIIATBHI;
3aIMIIEHHOE COSIMHEHHUE MEKY CEPBEPOM H KIIMEHTOM;
IpOrpaMMHBIE CpeACTBA LEHTPATH30BAHHOTO YIpaBleHHs JODKHBI uMeTh WEB koHcous [uis
yInpaslieHHs # GOPMHPOBAHUS OTYETOB;
[EHTPAJIM30BAaHHOE YIpaBJIIEHHE MOXET OCYIIECTBIATHCA ¢ Jo0oro ycrpoiictBa depes Web -
Opaysep;
CO3/1aHHE OTYETOB B HAIIAAHOM rpadHuecKOM BHJE;
3KcIopT J0roB U oT4eToB B popmatel HTML, TXT, CSV, PDF;
HaMyHe Moy nopaepxxku SIEM;
IpeaBapHTeNIbHAs HACTpOWKa MOJUTHK IS TPYHIl HWIH KIHEHTOB (npoduim 0OHOBIEHHIA,
3anpenieHHbIE CaliThl, pacIHCaHHE IUIAHUPOBIIMKA H T.[L.);
BO3MOXHOCTb OTIPAaBKH COOOIIEHHMI, KaK Ha MOOMIILHEIE YCTPONCTBA, TAK M HA IE€PCOHATILHBIE
KOMIIBIOTEPBI,
BO3MOXHOCTb yJQIIEHHOI'O CO3/IaHHsl JKypHaJa ayAuTa 6e30MacHOCTH ¢ MOOHIIBHOTO YCTPOHCTBA
BO3MOXKHOCTh yCTaHOBKH I10JIb30BaTEIbCKUX TIPHIIOKEHHIA;
HUTHYHE Pa3IMYHBIX BapHAHTOB YCTaHOBKH areHTOB aJMHHHCTPHPOBAHHs KJIMEHTCKOH 4YacTH
AHTHBHPYCHOI'O IIPOrpaMMHOro o0ecreyeHns TaKhe Kak:

yJaJIeHHO WIH JOKATbHO:

- Push ycranoBka,

- YcranoBka uepe3 e-mail,

- YcTaHoBKa ¢ IpUMEHEHHEM ChEMHOr0 HocuTels, Hanpumep USB,

- JloxanpHas ycTaHOBKA;
HAJIMYHe BO3MOXXHOCTH aBTOMATHYECKH BEIOHpATh COOTBETCTBYIOUIMIl YCTAHOBOYHBIH MaKeT
areHTa JUIs ONEPAllMOHHBIX CHCTEM HIIH B PyYHOM pPesKHME.
HACTpPOMKA IIOMTHK 0€30IIaCHOCTH /IS KITHEHTOB;
BO3MOXHOCTh IEHTPAIH30BAHHO IMOCMOTPeTh 00myro uHopManuio o cocrogauu IIK, o6
YCTAHOBJICHHBIX NPHIOKEHHAX, CIIyxKO0aX, CETEBBIX NOAKIIOYEHHSX M T.J. C BO3MOMKHOCTBIO
OTCNICHMBaHUA M3MEHEHHH M HX aBTOMATHYECKOTO CPABHEHHS C IIOMONIBIO CHHMKOB IIO
BPEMEHHOMY HHTEpBally, a TaK )K€ BO3MOKHOCTh BHECEHHMS M3MEHEHHI (OCTAHOBKA IIPOLIECCOB



H [paiiBepoB, yJaJeHHE M BOCCTAHOBIEHHE 3allHCell peecTpa W CHCTEMHBIX (paiiyioB)
BOCCTAHABIIMBAIOIINX KOPPEKTHYIO pabOTy CHCTEMBI,

BO3MOXKHOCTh YJAICHHOI'O 3allyCKa OMNpEICICHHOTO0 CLEHApHsd Ha KOHEYHBIX KIHEHTax,
NpeIHAa3HAuYeHHOTO ISl yJaIeHUS/H3MEHEHH S KPHTUIECKUX 00 BEKTOB CHCTEMBL

OTCYTCTBHE HeoOXoauMmocTH nepesarpy3ku IIK nocie ycTaHOBKH CHCTEMBI YIIPAaBJIEHHS
AHTHBUPYCHOM 3aIIIUTHI;

aBTOMAaTU3UPOBaHHOE OOHOBIICHHE NPOrPAaMMHBIX CpPEICTB AHTHBHPYCHOM 3amlMTBI H
aHTHBHPYCHBIX 6a3;

BO3MOXXHOCTh INPOM3BECTH OBICTPBIH OTKAaT OOHOBIEHHH CHTHAaTYpHBIX 0a3 A OTAEIBHBIX
KOMITBIOTEPOB HJIH IPYIII;

nocraBka oOHOBIIEHHH Ha paboure MecTa IOJIB30BaTeNeH cpa3y Mocie HX MOTyYeHHUS;
LIEHTPaTM30BaHHBIN KapaHTHH;

BO3MOXHOCTh CO3JaHHS TpyNIl yNpaBIseMbIX KOMIBIOTEPOB KaK BpY4YHYIO, TaKk H
aBTOMAaTHYECKH Ha OCHOBE CTPYKTYphI Active Directory;

BO3MOXHOCTh CHHXPOHHU3aIMHU ¢ Active Directory kak mo pacnucaHuIo, Tak H BpyIHYIO;
ABTOMaTHYECKHI IIOHCK HE3aIIUINEHHBIX pab0ouNX CTAaHIUIl ¢ Y9eTOM TOIOJIOTHH CETH;

ayIUT H3MECHEHUH B HACTPOIKax cepBepa IO YYETHBIM 3aIHCsM;

IIOCTPOEHHE MHOTIOYPOBHEBOH CHCTEMBl YIPaBJEHHUS C BO3MOXKHOCTBIO HACTPOHKH poJeit
aIMHHHCTPAaTOPOB H OIIEPATOPOB, a Talke (GOpM HperocTaBIseMOH OTYETHOCTH Ha KaKIOM
YPOBHE;

OOHOBJIEHHE INPOIPAMMHBIX CPEJCTB H AHTHUBHPYCHBIX 0a3 M3 Pa3HBIX HCTOYHHKOB, KaK IIO
KaHaJlaM CBS3H, TaK H Ha HOCHTENSIX HHGOPMaIny;

MEXaHH3M OIOBEWIEHHSA O COOBITHSIX B paboTe yCTAaHOBIEHHBIX NPHIOKEHWIl aHTHBHPYCHOM
3aIllMTHl H BO3MOKHOCTh HACTPOMKH PacChUIKH IIOYTOBBIX YBEJIOMIICHHUH O HUX;

HaIH4YMe CHCTEMBI Ilepefadd o0pa3slioB BpPEJOHOCHOTO KOJa BHPYCHBIM 3KCIEpTaM
aBTOMAaTHYECKH HIIH BPYYHYIO;

BO3MOXXHOCTh CO3/IaHHs JHHAMHYECKHX TPYINI, B KOTOpbIe AHHAMHYECKH OYAyT BKIHOYATHCS
KIMEHTCKHE CTAHIIUH [IPH COOTBETCTBUH yCIOBHAM JIaHHBIX TPYIIIL;

paboTa co CTaTHYECKHMH U JUHAMUYECKHMH IPYyNIIaMH

pa3nuyHbIe BapHaHTa yBEIOMJICHMH aIMHHHCTpaTopa ceTd (1o e-mail, ucrnonszosanune SNMP-
JIOBYLIKH);

BO3MOJKHOCTb CO3/IaHHs Pe3ePBHBIX KOIHMIi colepsKUMOro 6a3sl JaHHBIX M HACTPOEK CepBepa;
BO3MOXKHOCTh IOJK/IIOYEHHS K KOHCOIM CepBepa yNaJeHHOTO aIMHHHCTPHPOBAHHA C
HCIOJIb30BAaHHEM JIOMEHHBIX HMEHH I0JIb30BATENS W MaPOJIs;

aIMHHUCTPHPOBaHHKE cepBepoB M pabouux crannmii Windows, Linux\BSD, a taxke pemenuii
Juist 3auThl MOOHIBHEIX OC (Android);

Hanuure QyHKIMH MpoOyxIeHus no JokaasHoi cetd Wake on LAN

BO3MOJKHOCTE aBTOMATHYECKOTO ONpe/Ie/IeHHs «KIIOHHPOBAHHBIX MAIlIMH» ¢ IOMOIIBIO CIIOXKHO
JIOTHKH OOHapy»KeHHs OTIEe4aTKOB 000py10BaHHA.

HaJIM4YHe NPOTOKOJIA I PEIUTHKALNH, ¢ ucnonbs3oBanueM «PNSy (Push Notification Service) u
IOJUIEP’KKOH MHOrOaapecHbIX BeI30BOB it WOL.

(yHKIHOHAN /I HHBEHTapU3aLUH 000y I0BaHHA.

HaIHYHe QYHKUMM OBICTPOro OTKMIOYEHMS HIIH BKIIOYCHHS YBEIOMIEHHIl Ha BHIGPAHHBIX
KOMIIBIOTepaX UIs MNpPEpbIBAHWA HIH BO30OHOBIEGHHsS OOMEHAa JAHHBIMH C CEPBEpPOM
aIMUHHCTPUPOBAHUSA

nojiepskka 6a3 nanneix MS SQL, MySQL;

NpOrpaMMHbIE CPEJCTBA LIEHTPATM30BAHHOTO YIPABIEHHS MOTYT YCTAHABIMBAThCA Ha
Windows u Linux nnatdopmsr

NIpOrpaMMHBIE CPEJICTBA JIOJDKHBI MOUIEPKHBATh YCTAHOBKY HA OTKAa30yCTONYMBBIE KIIACTEPHI
Windows u Linux mardopm

CepBep yOAICHHOrO aJIMUHHUCTPHPOBAHHA MOXET OBITh YCTAQHOBJIEH M JO/DKEH IIOJEPKHBATh
ONepalOHHEIE CHCTEMBI

Windows Server:



Windows Server 2003 x86 SP2 /x64 SP2

Windows Server 2003 x86 R2 SP2 /x64 R2 SP2
Windows Server 2008 x64 R2 SP1 / x64 R2 CORE
Windows Server 2008 x86 SP2 / x64 SP2
Windows Server 2012 x64 / x64 CORE

Windows Server 2012 x64 R2 / x64 R2 CORE
Microsoft SBS 2003 x86 SP2 / x86 R2

Microsoft SBS 2008 x64 SP2

Microsoft SBS 2011 x64 Standard / x64 Essential
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(e}

Linux:

Ubuntu 12.04 LTS x86 Desktop / Server

Ubuntu 12.04 LTS x64 Desktop / Server

Ubuntul4.04. LTS x86 Desktop / Server

Ubuntu 14.04 LTS x64 Desktop / Server

RHEL Server 6 x86 / x64

RHEL Server 7 x86 / x64

CentOS 6 x86 / x64

CentOS 7 x86 / x64

SLED 11 x86 / x64

SLES 11 x86 /x64

OpenSUSE 13 x86 / x64

Debian 7 x86 / x64

Fedora 19 x86 / x64

ITporpamMmHBIE CpeICTBa LEHTPAIH30BAHHOTO YINPABIEHHS, MOHHTOPDHHIa H OOHOBJIEHHS

JOJDKHBI (PyHKIIHOHUPOBATH HA BUPTYAIbHBIX IUIATHOpMAax CIEoyIONIUX BEPCHI:
o VMware vSphere/ESXi (Bepcun 5.0 u HoBee)

VMware Workstation (Bepcuu 9 u HOBee)

VMware Player (Bepcuu 7 1 HOBee)

Microsoft Hyper-V (Server 2012 u 2012 R2)

Oracle VirtualBox (Bepcuu 4.3.24 u HOBee)

o
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Hanuune BEIIENEHHOTO IporpaMMHOTO0 HHCTPYMEHTA IJIA YIPABJICHHA JTHICH3HAMH. C ero moMomisio
MOXHO OTCJICJ)KHBATB JIHLICH3WH, aAKTHBHPOBAHHELIE MOAYJIH H CBA3aHHBIE C JIMIEH3UAMHA COGBITH}I, TaKHue
KaK OKOHYaHHE CpoOKa ,E[BﬁCTBHﬂ, HCIIOJIB30BAHHE H aBTOpPH3allHA. Pabota ¢ HHCTPYMEHTOM IIO[
Pa3sHBIMH POJIIMH KaK BJIaJE/ICL JIHIICH3HH HJIH KaK aIMHHHCTPATop 0e30macHOCTH.

B03MOXHOCTE BEINOJIHATE CIIEAYIOIIHE JICACTBHA:

IIPOCMAaTPHBATh COCTOSHHUE JTHLEH3MH B pealbHOM BPEMEHH;

OTCJIC)KHBATh OTAENbHbBIE YCTPOHCTBA (M IPU ITOM HX OTKIIIOYATH);

HAaCTpauBaTh YBEAOMJIEHHUS, CBA3aHHBIE C COOBITHAMH JIMLEH3HH;

XpaHHUTh JIMIIEH3UH O/THOBPEMEHHO B CTapoil H HOBOM (hOpMax B CMEIIaHHEBIX Cpefiax;
OOMEHHMBATh KIOYM JIMIEH3Mil Ha COOOMIEHHs 3J1€KTPOHHOH IIOYTHI M MapOJH, ¢ MOMOIIBIO
KOTOPBIX TaK)K€ MOXKHO aKTHUBUPOBATH [IPOrPaMMBIL;

Ha3HayaTh HECKOJIBKO JHIIEH3UI Ha OJ[HY YYETHYIO 3aIIHCh;

paspemars APyTUM JIHIAM HCIIOIb30BaTh JHIEH3HH (aKTHBHPOBATh HX);

HacTpauBaTh yBEJOMIIEHHS U1 6oJiee yI00HOrO OTC/IEKHBAHHS COCTOSHHS JTHIICH3HH;

HaIIH4YHEC QJYHKI.IHH CHHXPOHH3ALHH C CEPBEPOM LEHTPATH30BAHHOTO YIIPABICHHUS.

HajIM4Me BBIJICTICHHOM yTHIUTHI 711 MHIPHPOBaHHS ¢ Gollee paHHHX BEPCHH AHTHBHPYCHOTO
NpOrpaMMHOTO OOECTeYeHHsI C COXPAHEHMEM HACTPOEK MONUTHK M MH(OPMAIMOHHON Ga3sl
XKYPHAIOB COOBITHIA.



HAJINYHEe BBIJCICHHOMH YTHIIATEL U1 CO3JaHUA JIOKAIBHOI'O XpaHWIHIIA BHPYCHBIX CHIHATYD,
0e3 HCMoIb30BaAHHS CEepBEpa IEHTPAITU30BAHHOI'O YIIPaBJIICHUA.

HaIMYHE BO3MOXKHOCTH OpraHH3alM¥ ABYX(aKTOpPHOM ayTeHTH(HKALMH IoJIb30BaTeNei
KOHCOIM  CcepBepa  IEHTpalM30BaHHOro  ynpasieHus. Ilomnepkka  JAByXdaxkTopHOH
ayreHTHukauun i 10 monb3oBarteneil KOHCONMH cepBepa LEHTPATH30BAHHOTO YIIPABIICHHS.
IIpg ucmosnp30BaHHM NaHHOH (YHKIMOHAIPHOCTH [AODKHO OBITH HCHONB30BAHO pEIICHHE
nByX(akTOpHOH ayTeHTH(HKAIMH TOTO K& IMPOMU3BOMMTENS, YTO M CaM IIaKeT aHTUBHUPYCHOIO
IIPOrpaMMHOT0 00eCIICIECHHS.

HaJIMYHE BO3MOXKHOCTH JI€aKTUBALIHU JIMIEH3HN Ha y3h1ax 4€pe3 CO3JaHHue 3aJJaHUM Ha CEpPBEDPE
YIIpaBJICHHS.

CepBHC 10NMOHUTELHOTO YPOBHSI 0€30macHOCTH NPOAYKTOB JUIS 3alIUTHl pabouymX CTaHIHMIA,
¢halioBEIX W TOYTOBBIX CEPBEPOB C MOMOINBI0 BCTPOSHHOH IIECOYHHIIBI HAa OCHOBE TEXHOJOTHIA
MAIIHHHOTO 00y4YeHus 11 0OHApYKeHHs HOBBIX, paHee HEH3BECTHEIX YIPO3.

B cepeuce nomkHa ObITE peaT3oBaHa cleayomas (yHKIHOHAIBHOCTD:

JleTeKTHpOBaHHE Ha OCHOBE aHAJIM3a NOBEICHUA
MammHeHOe 06yueHue

O6napy:keHHe yrpo3 HyJI€BOTO JTHS
BceTrpoenHas necogHua

CepBuc Ha OCHOBE TEXHOIOTHI MaIIMHHOIO 00y4eHHs A1 00Hapy)KeHHS HOBHIX, paHee HEU3BECTHBIX
yrpo3 IOCTaBISETCS B COCTaBe pEIIEHHsS II0 aHTUBMPYCHOM 3ammTe pabodMx CTaHIMi, (aiIoBbIX
CEepBEPOB JIOKAJLHON CETH 3aKa3yHKa.

Hanmuune mnonnep:KKM AaHTUBHPYCHBIMH IPOXYKTaMH JONOTHHUTENBHON (YHKIMOHAIBHOCTH,
aKTMBUPYEMOH oTAenbHOH suieH3uell. CepBHC mpenHazHA4YeH JUIS INPOIYKTOB TOIO Ke
NPOU3BOJMTENSA aHTUBHPYCHOro ofecneyeHus, 4to u caM cepBuc. CepBHC J0JDKEH
aKTHBHPOBATHCA H YIPABIATHCA U3 LIEHTpa obecrnieyeHus 6e30MacHOCTH CHCTEMBI.

CepBuC J0/DKEH NMONIEPKHBATh paboTy ¢ AHTHBHPYCHBIMH PEIICHHAMH IO 3amIUTE paboumx
craHIui, (aiIOBEIX CEPBEPOB U IIOYTOBBIX CEPBEPOB.

Jnst paGoThl ¢ CepBHCOM HEOOXOIMM TOIBKO JOCTYI B CETh MHTEPHET, HUKAKHX allapaTHBIX
CpPelCTB B CETH 3aKa3zyHuka He Tpebyercs.

Cepruc nomxen obecrieunBaTs:

MHoroypoBHeBy10 3alIMTY - MMeTh He MeHee 3 Mogenelf MammHHOro obyuenmus. Cucrema
BBIIIOJIHSET paboTy ¢ o6pa3uamy B BUPTYalIbHOM cpesie WM B necounuie. CucreMa MoAeTHpyeT
TIOBEZICHHE MOJIb30BaTeNlel, YT00b 00MaHyTh 00pasiBl BPEJIOHOCHBIX MPOrPAMM M HCIOJIB3YET
Mojien HeHpOHHBIX cereit Deep Learning 11 cpaBHeHHS NMOBeIEHHs 00pa3lioB C IOBEACHHEM
BCEX M3BECTHBIX 00pa3IoB BPeIOHOCHBIX IIPOrPaMM.

Jeranbupit 0630p - Kaxnawii m3ywaemslii obpasen oToOpaxaercs B KOHCONH IEHTpa
Oe3omacHOCTH, I€ HAMMSMHO M YAOOHO NpeACTaBlIeHA JeTalbHas HHPOPMANHS O ero
XapakTEePHUCTHKAX H MPOHCXOKICHHH.

BrICOKyI0 CKOPOCTH aHaTH3a — MpefocTaBlsTh aHam3 90% HEeH3BECTHEIX 06Pa3loB B TEUCHHE
5 MuUHYT

MoGunsHOCTs — HadHM4YHe BO3MOKHOCTH —aHamu3a (ailoB BHE 3aBHCHMOCTH  OT
MECTOHAXO0XKICHHUS [10JIb30BaTENed B KOPIIOPATHBHOM CETH HITH 3a €€ Ipe/eIaMH.

Hasare BO3MOXHOCTH OTIPaBKH IOXO3PUTENBHBIX (aifIoB BPYUHYIO WM ABTOMATHYECKH HA
OCHOBE KOH(QUTYpALUH [TOJTHTHKH.

Bo3moxxHOCTB OTIIpaBKH (aiinos BpyuHyio 13 BeG-koHcomu LleHTpa obecneyenns Ge3onacHocTH
HIIH C KIIHCHTCKHX KOMIIBKOTEPOR C AKTHBHPOBaHHBIM CCPBHCOM.

Bo3MOXHOCTB ynpaBiaTh JeiicTBUsAMH cepBuca yepe3 API Ilentpa obecnevenus 6Ge30macHOCTH
Hanuaue Bo3MOXHOCTH OTIIpaBKH Gonbiumx (aiinor oGsemom 1o 64 M6



[TopnepsxuBaemsele TUIBI (HAMIOB AJI OTIPABKH HA MPOBEPKY:

Hoxymenrts! (.docx, .xslx, .rtf u 1p.)

Ucnonusemsre daiinsl (paiins! .exe, .dll, .sys u ap.)

JAR, LNK, REG, MSI, SWF u np

Cuenapmuu (.bat, .cmd, .js, .vbs, .ps u fp.)

Ole2 - mpu HCcTIOIB30BaHUH € IPOIYKTaMHU 10 3aIIIUTE MOYTOBLIX CEPBEPOB

.hta

Hanu4ue QyHKIMOHATEHOCTH NPEAOCTABICHHA OTYETa O IMOBEICHHH IPOBEPEHHOr0 o0pasia, B
KOTOpPOM OyIeT MPUBEIEHO KPaTKOe ONUCAHKe NOBeieHus HabmoaaeMoro obpasia.

B Oruere o daiine nomkHa comepxarses clieayronas HHGopMaLus:

e Imsa xommbrOTEpPA, OTIIPABHBILIETO (haitin

e ykazanue [lonp3oBaTens Ha HCXOJHOM KOMIIBIOTEpe, OTIpaBHBIIEro (aiin. B HexoTopsIxX
CIIy4asx 9TO MOXET OBITh CHCTEMHBIH 110JIb30BaTEb

IIpu4mHa oTNpaBKu (ABTOMATHYECKH, BPYUHYIO).

yka3aHa Hacte obnaka, moyunBmas gain

Xem SHA1 otnpaBneHHoro gaiina.

Wms daiina 1 ero nonHeli nyTs B paiioBoil cCHCTEME OTIIPaBUTEIEIH.

Pasmep ¢aiina.

Kateropus ¢aiina (tun daiina).

Hanmuuue B oTuere napamerpoB: Cocrosnue u Craryc:

o CocrosiHHEe 03HAYACT TEKYIee COCTOSIHUE (haiiia B mporecce BRIIOIHEHHUS aHAIA3a

¢ Craryc 03Ha4aeT pe3yJbTaT aHAIN3a IOBEJACHHUS WM OTCYTCTBHE pe3yJibTara
Hanuyme kaTeropuu cratyca, IpHCBOEHHOIO MPOBEPEHHBIM 00pasnam, KOTopoe oToOpaxkaeTcs B
KOHCOJIH IIEHTpa YIpaBJIeHHUs WK B OTYETE IO 00pasiy:

e He 3apaxeno - Moxynn oOHapyxeHHS He HASHTHHIHPYIOT 00pasel] KaK BPeJOHOCHBIHA.

e Ilopospurenvnbiii - Moagyns oOHapy:KeHUs OIpeneui IMOBeleHHE (dailia Kak

NOJ03pHUTENEHOE, HO He BPeJOHOCHOE.

e Bpenonocuslii - [ToBenenue ¢aiina cuuTaeTCs BpeIOHOCHBIM.
Hanpune QyHKITMOHAIBHOCTH paclpOCTPaHEeHHs pe3ysIbTaTOB O NMPOBEPEHHBIX (aiiiax BO Bee
IPOXYKTHl Ul obecredeHHs 0e30MacHOCTH B KOMIIAHHH I0JIb30BATENll B TEUEHHE He Oolee
2 MHHYT
Hanmnuue QyHKIHOHANBHOCTH NMpPEJOCTABICHUS CIHCKA O BCEX MepeflaHHbIX (aiiiax B KOHCOJIb
Llentpa obecneuenus GesomacHOCTH. MOXKHO IIPOCMOTPETH CIIMCOK OTIPABJIEHHBIX (ailioB B
BBIIICJICHHOM pa3neiie KOHCOIIH.
B03MOXKXHOCTE HACTPOHKH OTIpaBKu 00pasioB B kKoHcomu LlenTtpa oGecneyenus 6e30nacHOCTH
B03MOXHOCTE HACTPOHKH HMCKIIOYEHHH 111 00pa3loB W HACTPONKH IONHMTHK s MPOLYKTOB
obecnedenns OezonacHocTH B KoHconu LleHTpa obecneyeHus 6e30MacHOCTH.

TpeGoBannsa K 00HOB/IEHHI0 ANTHBHPYCHBIX 023

ObHoBIIEMEBIE AHTHBHPYCHBIE 0a3bl TaHHBIX JOJDKHBEI 00ECIIeYHBAThH peaM3alHIO CIECNYIOMIAX

(yHKIHOHAIBHBIX BO3MOXKHOCTEIH:

peanu3oBaHa BO3MOJKHOCTE CO3/IaHHs 3epKaJjia OOHOBIEHHH JUIS SKOHOMHH Tpaduka;

3epKaio OOHOBIEHMH MOXKHO co3arh Ha moboM [IK cetH He 3aBHCHMO OT HCIONB3yeMOi
onepannoHHO# cucreMsl Windows/Linux , B TOM 4Hcie H Ha KOHEYHOM paGoueii cTaHImMHU TIpH
noMoi AV-KiHeHTa ¢ 00s3aTeNbHBIM HaTHIHEM KaK MHHHMYM [BYX MyTeH pasgaun
obnosnennit (HTTP u SMB), s akTuBanmm 3epkaia He NODKHA TpeGOBaThCA YCTAHOBKA
JOTIOJIHUTENIBHBIX MOTYJIEH, KaK Ha CEPBEp, TaK U Ha pabouylo CTaHIHIO;

THIBI OOHOBNEHHH: oOGHOBneHue BJl curHatyp BHPYCOB, TNpPOTPAMMHEIX KOMIIOHEHTOB,
obHoBIIEHHE A/1pa;



3epkano OOHOBJIEHHH MOXHO co3jath Ha moGom ITK ceTn He 3aBHCHMO OT HCMOJIB3YEMOi
onepanuoHHOM cucTeMbl Windows/Linux , B ToM 4Hcile ¥ Ha KOHEYHOH paboueil CTaHIMU TpH
nomomu AV-KiHeHTa ¢ 00sf3aTeNbHBIM HAIWYHEM KaK MHHHMYM [BYX IyTel pasjauu
obuosnenn#t (HTTP m SMB), mwis akTuBamue 3epkaia He J0JDKHA TpeGOBATHCA YCTAaHOBKA
JAOTIOJTHUTENIBHBIX MOJIyJI€H, KaK Ha CEpBep, TaK U Ha pabodylo CTaHIHIO;

THIIBl OOHOBNEHHMil: oOHOBneHme BJl CHrHaTyp BHPYCOB, NpPOrpaMMHBEIX KOMIIOHEHTOB,
oOHOBIIEeHME s/1pa;

IaKeTsl OOHOBJIEHMS 3€pKaja MOXHO 3arpyxarh IByMs crocobamu: mo mportokony HTTP
(pexomeHIyeTCs) M ¢ MOMOMIBIO 00Iero cereporo aucka (SMB);

OOHOBIICHMA MOXHO  pAacHpOCTPaHATh HA  OJIEKTPOHHBIX  HOCHTENAX  HMH(OPMALMH
(FDD\CD\DVD\ USB-drive);

OCYIIECTBJISETCS [POBEpKAa LENOCTHOCTH M  INOMUIMHHOCTH OOHOBIEHHH  Cpe/CTBAMH
SIIEKTPOHHOH U (POBOI moAMHCH.

TpeboBanus K HIKCIIYyaTAIHOHHOMN JOKYMeHTAIIMH

OKCIUTyaTaMOHHasA JOKYMEHTAIHs UL BCeX NPOrpaMMHBIX IPOAYKTOB aHTHBHPYCHOI 3aIUTEL,

BKJIKO4as CPEACTBa YIIPABICHH A, JO/DKHA BK/IFOYAaTh JOKYMEHTBI HA PYCCKOM fA3EIKE, B TOM YHCIIE:

PYKOBOJICTBO IOJIb30BATeNA (aAMHUHUCTPATOpPA);
PYKOBOJZICTBO aIMHHHCTPATOPa CPEJCTB YIAICHHOTO aIMHHHCTPHPOBAHHS.

HOK}’MEHT&ILHH, nocTaB/sieMad ¢ aHTHBHPYCHBIMH CPEOCTBAMH, JOJDKHA AETAIbHO OIMHUCHIBATH

NPOLEeCC YCTAaHOBKH, HACTPOMKH M SKCILTyaTalliH COOTBETCTBYIOMIETO CPEICTBA AHTHBUPYCHOI 3aIITUTEL

TpebGoBaHus K TEXHHYECKOI MOIEPEKKe

Texauueckas IIoAAEpKKa aHTHBHPYCHOI'O ITPOrpaMMHOT0 obecneyeHHS JOJIXKHa:

TIPEIOCTABIATECSA HAa PYCCKOM S3BIKE CEPTH(QHUIMPOBAHHBIMH CHELHATHCTAMH IPOU3BOJUTENS
CpeICTB aHTUBHPYCHO¥ 3alWThl HA BceH TeppuTopuu Pecry6muku Kazaxcran kpyriocyrodno
0e3 npasJHUKOB M BBIXOMHBIX (24X7) 1O 3MEKTPOHHON 1ouTe M Yepes WHTepHET, a TaKxke 110
TeneoHy;

Web-caiit npomsBogutens A3 nommkeH GBITH Ha PYCCKOM S3BIKE, HMETH CIICIHABHbIH pasznen,
MOCBAIMEHHBIA TEXHHYCCKOH IIO/IEPXKKe, MOMONHAeMYI 0a3sy 3HaHMil ¥ pyCCKOA3BIYHBIH

dopym.

Mecto n CPOKH OKa3aHHS yCIyr

C momenTa 3aKmodeHns qorosopa no 31 nexabps 2020 roxa.
Manrucrayckas o6macts 130000, ropox Akray, 29A Muxpopaiiow,
3nanue Ne97 (paiion ntunedabpuku).

Havaasuuk oraena
HHpOPMANHOHHBIX TEXHOIOrUii

E.BanrataeB




